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大纲
1.printk解决95%以上的问题
2.工程里的printk，dev_xxx和pr_xxx的正确使用
3.早期的打印
4.开机就死机的调试，initcall_debug
5.printk的耗时，哪些情况可以调用printk
6.printk打印级别控制
7.如何看oops和panic，oops和panic的区别；内核反汇编
8.用gdb对内核进行源代码级调试
9.用gdb对内核模块进行源代码级别的调试
10.用qemu在没有电路板的情况下进行内核源代码级别调试
11.内核内存泄露、内存越界等的调试
12.rcu stalled和系统lockup的调试
13.内核里的各种DEBUG选项
14.grabserial抓开机速度



看一段bootargs

root=/dev/mmcblk0p1 rw rootwait loglevel=8 earlyprintk 
console=ttyAMA0 initcall_debug



initcall_debug



early printk的实现



选择DEBUG_LL和port



不直接调printk，而是调dev_xxx
dev_emerg
dev_warn
dev_info
…



不直接调printk，而是调pr_xxx

clk/clk-nomadik.c:#define pr_fmt(fmt) "Nomadik SRC clocks: " fmt
clk/clk-qoriq.c:#define pr_fmt(fmt) KBUILD_MODNAME ": " fmt
clk/spear/clk-aux-synth.c:#define pr_fmt(fmt) "clk-aux-synth: " fmt
clk/spear/clk-frac-synth.c:#define pr_fmt(fmt) "clk-frac-synth: " fmt
clk/spear/clk-gpt-synth.c:#define pr_fmt(fmt) "clk-gpt-synth: " fmt
clk/spear/clk-vco-pll.c:#define pr_fmt(fmt) "clk-vco-pll: " fmt



不允许这样的打印



生平见过的最惨烈的printk



printk其他问题

/proc/sys/kernel/printk运行时候改打印级别

printk的开销很大，尤其是串口打印，会让系统慢很多。
所以产品要在bootargs里面“quiet”

printk中断、软中断、spinlock里面都可以调用



Qemu学习内核源码级调试
qemu-system-arm -s -S -nographic -sd vexpress.img -M vexpress-
a9 -m 512M -kernel zImage -dtb vexpress-v2p-ca9.dtb ….



内核模块源码级调试



Kernel – oops - PC
sh-4.2# cat /dev/cma_test

[   33.491284] Unable to handle kernel NULL pointer dereference at virtual address 

00000000

[   33.507357] pgd = cc914000

[   33.507379] [00000000] *pgd=0c902831, *pte=00000000, *ppte=00000000

[   33.513769] Internal error: Oops: 817 [#1] PREEMPT

[   33.518538] last sysfs file: 

/sys/devices/system/cpu/cpu0/cpufreq/stats/time_in_state

[   33.526350] Modules linked in: vxdkernel pvrsrvkm sirfsoc_gps sirfsocfb cma_test

[   33.533729] CPU: 0    Not tainted  (2.6.38.8-sirf #28)

[   33.538857] PC is at cma_test_read+0x8c/0xec [cma_test]

[   33.544067] LR is at vfs_read+0xb8/0x144

[   33.547966] pc : [<bf06f1cc>]    lr : [<c039d64c>]    psr: a0000013

[   33.547972] sp : cc90ff08  ip : cc90ff30  fp : cc90ff2c

[   33.559421] r10: 00000000  r9 : 00000003  r8 : beafd890

[   33.564631] r7 : cc90ff68  r6 : bf06f4ec  r5 : 00000000  r4 : d3e16460

[   33.571139] r3 : 00000000  r2 : 00000000  r1 : beafd890  r0 : cc8e6e20

[   33.577650] Flags: NzCv  IRQs on  FIQs on  Mode SVC_32  ISA ARM  Segment 

user

[   33.584768] Control: 10c53c7d  Table: 0c914059  DAC: 00000015

[   33.590495]

[   33.590498] LR: 0xc039d5cc:



Kernel – oops -backtrace

[   34.152437] Backtrace:

[   34.154882] [<bf06f140>] (cma_test_read+0x0/0xec [cma_test]) from [<c039d64c>] 

(vfs_read+0xb8/0x144)

[   34.163982]  r6:beafd890 r5:cc8e6e20 r4:00001000

[   34.168592] [<c039d594>] (vfs_read+0x0/0x144) from [<c039d724>] (sys_read+0x4c/0x108)

[   34.176394]  r8:beafd890 r7:00001000 r6:beafd890 r5:cc8e6e20 r4:000a8c34

[   34.183093] [<c039d6d8>] (sys_read+0x0/0x108) from [<c02dc720>] (ret_fast_syscall+0x0/0x30)

[   34.191416] Code: 03e0002a 0a000012 e59f6058 e3a05000 (e5855000)

[   34.294365] ---[ end trace f0d7620b9f61d90d ]---



Kernel – oops - objdump
[   33.538857] PC is at cma_test_read+0x8c/0xec [cma_test]



反汇编内核里的.o或者.ko



Oops Vs. Panic

阅读：

《宋宝华： Kernel Oops和Panic是一回事吗？》
http://mp.weixin.qq.com/s/cpnE9FNY0xf9n-bzix_abw

http://mp.weixin.qq.com/s/cpnE9FNY0xf9n-bzix_abw


Print with timestamp

 grabserial: http://elinux.org/Grabserial

wget http://makelinux.com/emb/grabserial



内核有很多DEBUG选项和功能
 比如调试suspend：

no_console_suspend

PM_DEBUG



有些东西不开DEBUG，真的很难调
-其实是无底洞



SLUB DEBUG
启动参数：

slub_debug root=/dev/mmcblk0p1 rw 
rootwait 



kmemleak



rcu_read_lock()
…
rcu_read_unlock()

rcu_read_lock()
…
rcu_read_unlock()

rcu_read_lock()
…
rcu_read_unlock()

synchronize_rcu()
….

等到读端全unlock，但是超时的原因：
https://www.kernel.org/doc/Documentation/RCU/s
tallwarn.txt

RCU Stall



Lockup detector
 kernel/watchdog.c

NMI中断 + 定时器中断+高优先级RT线程
用定时器中断，检测高优先级线程有无机会执行->soft lockup

用NMI，检测定时器中断有无机会执行 -> hard lockup



Lockup detector案例



更早课程
• 《Linux总线、设备、驱动模型》录播：
http://edu.csdn.net/course/detail/5329

• 深入探究Linux的设备树
http://edu.csdn.net/course/detail/5627

• Linux进程、线程和调度
http://edu.csdn.net/course/detail/5995

• C语言大型软件设计的面向对象
https://edu.csdn.net/course/detail/6496

http://edu.csdn.net/course/detail/5329
http://edu.csdn.net/course/detail/5627
http://edu.csdn.net/course/detail/5995
https://edu.csdn.net/course/detail/6496
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